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Abstract

This documernt addresseghe main problemsin current incident responsehan-
dling procedures. It outlines how a tighter integration of risk assessmem tech-
nical security measuresand incident responsepoliciescan lead to more e ectiv e
incident handling. The caseis also made to expand the de nition of incidents
to include any ewvent that might a ect the security state of a software product
or an infra-structural componert. Finally, the documernt advocatesimplemen-
tation and standardization of an information exdchange format that integrates
security event, security policy, and event handling tracing information in a way
that respectsthe needsposedby the required stochastic modeling of risk.



1 Status

This documert is a work in progress,this current versionis a proposedupdate
to the rst draft versionthat is currently under peer review within ISECOM.
For this reasonany misinformation that might be contained in this documert
currently only re ects the opinions and/or level of knowledge of the main au-
thors, and should in no way be consideredto bein syncwith the quality of peer
reviewed ISECOM documerts.

2 License

Copyright ¢ Rob J Meijer & Rick Tucker Permissionis granted to
copy, distribute and/or modify this documert under the terms of the
GNU Free Documertation License,Version1.1 or any later version
published by the Free Software Foundation; A copy of the licenseis
included in the sectionentitled \GNU Free Documertation License".



3 Intro duction

This section introducescurrent issuesregarding security policies and their en-
forcemen possibilities. It illustrates factors neededto create a security incident
policy enforcemen system (SIPES), and preserts the subsequeh bene t of la-
tency reduction to the eld of IT security. It demonstrateshow a SIPES could
elewate the level of IT security world-wide, while keepingcompary incident costs
down to an acceptableand predictable level.

3.1 Conicts in the de nition of failure

One of the most important issuesin IT infrastructure is the prevertion of so
called single points of failure. This is a valid and important issue,but there are
issueswith how failure is perceived. Its interpretation has becomean obstacle
in the implemertation of e ectiv e infra-structural security measures.To expand
on this idea, the two core typesof failure must be de ned and discussed:

Failure of the authorized availabilit y of resources.
Failure to prevent unauthorized availabilit y of resources.

All too often, legitimate availabilit y of resourceds assaiated with arisk, or even
acceptance,of unauthorized availability of those same resources. Conversely
denying unauthorized availability can lead to legitimate needsbeing unduly
restricted. Removing a single point of failure for one type of failure could in
many casesintroduce a simular single point of failure for the other type of
failure. The conict is fundamertal. The desire to make resourcesavailable
while preventing them from being compromisedis the main issuein security
measureimplemertation. The mostimportant aspectto realizeis neither type of
failure can be completely prevental. The resolution of this issuelies in choosing
the least undesirable form of failure within every conceiable situation, and doing
so swiftly enoughto be e ectiv e.

3.2 State-full risk assessmert

The key in determining which way to fail is basedon a risk assessment Risk
assessmem in its ‘common practice' application on IT infrastructures, is mostly
donein arather statelessand static way. In other words, dynamic technical fac-
tors are de-emphasized.Hence,many diverseconditions, or states, in atechnical
environment are not consideredseparatelywhen performing the risk assessmemn
Risk, howewer, is dependert on many componerts that are not statelessin na-
ture, but are dependert on the security dynamics of all subsystemsinvolved
in the risk assessmen Every involved subsystemhas a dynamic security state
that changesin time asa result of both internal and external events. Examples
of theseeverts are:

Publication of a vulnerability in the subsystem
Installation of a patch or newer version of the subsystem

Detection of unauthorized accesgo resourcesby an IDS (Intrusion Detec-
tion System)



Dependert on the state of a subsystem,the outcome of the risk assessmenwill
vary. The balance betweenthe risk of the two types of failure, and costs that
may arise from favoring one or the other, can change based on the state of
a given subsystem. This dynamic ervironment presers a major issuethat a
statelessrisk assessmendoesnot addressin security incident procedures:

Is a particular problemsevee enoughto warrant disablingaccessto the entire
(sub)system?

The answer is elusive. In circumstancesthat might require swift action the
wrong choice could have major repercussions.Acquiring the correct information
is paramourt to averting two potentially disastrousscenarios:

The technical sta will take a 'shoot rst' approac and will, basedon
purely technical considerations,decideto disable accesgo the entire sys-
tem.

The technical sta will keepthe systemintact and opt to formally send
the issuethrough many delaying layers of managemei.

Both decisions, though made with good intentions, are inappropriate re-
sponsesto the risks involved. The technical sta doesnot have the neededin-
formation to form a suitable response. Without instructions to the cortrary, the
technical sta will typically opt for more formal escalationprocedures. Though
not always wise, this is often perceived as a courseof action that will prevent
them from losing their jobs. If the technical sta is responsiblefor deciding how
to respond to a failure, but has no clear directive from managemem, an orga-
nization's future can potentially be secondaryto protection of an individual's
career. This, in turn, can place both parties at signi cant risk. Entrusting the
technical sta with suc responsibility is clearly not desirable.

A solution must be devised to move the responsibility to a managemen
level, but also reducethe latency involved with escalation. This would remove
the high impact decisionmaking from the technical sta and provide them with
a viable framework allowing them to respond quickly and appropriately given
the risks involved.

Ultimately, a security incident policy (SIP) basedon state-full risk assess-
ment (SFRA) needsto be created. This type of policy takesinto accourt all
the possiblesecurity states of all involved subsystems,combines thesewith the
information from the statelessrisk assessmeh and producesa set of security
states where the risk is more accurately identi ed.

3.3 Mapping all security to availabilit y of assets

In order to becomeable to map all types of security issuesto a single simple
but complete represeniation for risk assessmenpurposes,we needto map all
three basetypesof security issues(availabilit y,con dentialit y and integrity) to a
single set of conceptsthat can be modeled uniformly. To achieve this we choose
to look at con dentialit y and integrity from an availabilit y viewpoint.

Lets start by looking at con dentiality. In order to be able to view con -
dertialit y as an availabilit y issue,we needto de ne data 'events' as assets. By
doing this we can view failure in con dentialit y as unauthorized accessto data
even assets.



Now lets look at integrity. If we view assetsas having integrity state, we can
seeunauthorized accessthat changesthis state as an availability issue. Next
to this we can seefurther authorized accessto assetsthat have their integrity
violated as a speci ¢ instance of failure of authorized access.

By taking the viewpoint of 'everything is availabilit y of assets'we can create
a usablemodel to baseour risk assessmenon.

3.4 State-full Threat Assessment

The foundation neededto create a State-full Risk Assessmef) and also needed
to extract usablecon guration data for a SIPES, is a State-full Threat Assess-
ment(SFTA). In a SFTA, the infrastructure's resourcesare not seenastargets.
All resourcesin the infrastructure are interpreted as being only Service Points
or Proxy Points.

A Servicepoint is any point in the infrastructure that delivers someservice
to external and/or internal parties, surrounding componerts, and most impor-
tantly, to de nable proxy points. A proxy point is de ned as an ervironment
that could becomeavailable through a servicepoint by the use of somevulner-
ability.

Between service and proxy points there exists a barrier. The barrier in-
herertly resists any intrusion or attempt to compromiseit. Its resistancewill
degradeif e orts are made to overcomeit, or availability of exploit informa-
tion increases.This degradation is quarti ed as degrading state-full resistance
(DSFR). Its valueis dependert on the 'state' of the serviceproviding subsystem,
and will degradeover time with a speci ¢ speedfor that state (chapter 3.10will
go deeper into this subject and will shawv that in some casesa more complex
represertation is needed).

The DSFR is the fundamenrtal componert of the SFTA. It is synornymous
with the original idea of Risk Assessmet Values(RAVSs) outlined in The Open
Source Security Testing Methodology Manual (OSSTMM) 1, but is limited to
the threat assessmenphaseof a SIPES. A DSFR is de ned to be the threat
assessmenview of a technical subsystemthat can be seenas atomic from this
viewpoint. It will be usedto hold state information about the subsystemper-
taining to the subsystemsresistan@ and/or its integrity. The SFTA incorpo-
rates the following tasks:

Invertory of all servicepoints in the infrastructure
Invertory of all possibleproxy points in the infrastructure

Invertory of all DSFRs and identi cation of duplicate componerts (dupli-
cate componerts will have security behavior within the State-full Resis-
tance network that is speci ¢ and di cult to model)

Determination of all possiblestatesto which State-full Resistancescould
be exposed,and the integrity information, initial resistanceand degrada-
tion factor (or its stochastic properties, see3.10) of these states.

The determination of timeout sub-statesde ned by pre-determineddegra-
dation levels within a state.

Lhttp://www.osstmm.org/



Although the itemization of tasks is straight forward, the practice of using
duplicate componerts in dierent areasof the infrastructure is a complicating
factor. The collective resistanceof those duplicate componerts is equal to the
resistanceof just one componert, so only one exploit is neededto compromise
all of them. This signi cantly complicatesthe mapping and assessmemnof all
the paths an adversary can utilize. One method of addressingthis issueis to
intro duce somewhatcrude calculable correction factors. Although this method
is far from scierti cally correct, it doesdeliver a reasonableresult. Construction
of mathmaticaly correct methods for this task should however remain one of the
prime goals of the SIPES project.

3.5 From state-full risk to incident policy enforcement

The risk to resourceschangesdynamically due to di erent events that a ect the
security state of IT infrastructure componerts. Dierent risk levelswill warrant
di erent decisionsregarding the availability of resources. Using a SFRA pro-
vides the foundation for creating a strategic availabilit y policy. This policy can
be usedto determine security dynamics that may warrant disabling an entire
(sub)system or re-enabling a disabled (sub)system. In a partially automated
system such a policy could substartially aid in enforcemen of resourceavail-
ability. Since determination of the appropriatenessof disabling a (sub)system
is mostly donein the corntext of incidenceresponse,suc an automated system
can be called a "Security Incident Policy Enforcemert System” (SIPES).

3.6 Threat to external resources

Enforcemert of SFRAs and SIPES may lead to an increasedliabilit y for ac-
tions/inactions. This enforcemen is straight forward within an organization.
Any necessarycalculations or communication regarding a breac of protocol can
be dealt with relatively quickly and e cien tly. Howewer, the possibility of an
external party experiencingfallout from an internal bread of protocol, suc asa
proxy attack, is a de nite reality. Subsequetly, any potential damageto exter-
nal systemsdue to policy-basedavailability of compromisedinternal resources
needsto be accourted for in the risk assessmen

Ultimately, responding appropriately to a compromised system, or just a
vulnerability, will becomean action basedon a strategic managemem decision.
Managemen will ceaseto be an unwitting accomplice when a compromised
resourceis usedto attack external systems. It will, in many cases,becomea
policy-basad accomplice that is partially accourtable for any damageto external
systems.

3.7 Extending the de nition of incident

For most companiesa security incident begins when there is a reasonableas-
sumption that a compromiseis in progress, or has already happened. The
security state of a subsystem,howewver, can transition to a state that is 'lik ely
vulnerable', or even an 'exploit publicly available' state, beforethe subsystemis
actually compromised. Given this reality, the incident responsepolicy derived
from a SFRA should be initiated well before an actual compromisetakesplace.



This can even go so far asto trigger an incident response becauseof a mere
rumor of vulnerability.

In addition to security incidents that occur as a result of external threats
and/or internal vulnerabilities, there are everts not traditionally considered
'security’ events that may a ect resourceavailabilit y. Suc events might include,
but are not limited to:

Thresholds being reached in disk space

CPU usageon a system that is responsible for availability of particular
resources.

In order to create a partially automated system that can enforce a SIP,
the de nition of an incident needsto include any evert that might negatively
in uence any of the two forms of resourceavailabilit y.

Security events that positively in uence resource availability, or might or
(temporarily) alter the way incidents are evaluated must also be recognized.
An example of the latter could be a so called maintenance window. Within a
maintenancewindow of a subsystemthe unavailabilit y of a resourcewill beinter-
preted in a very di erent light than this sameewvent outside of the maintenance
window.

3.8 Default actions and timeouts

Failing to take (timely) action is perceived by many as more acceptablethan
prematurely taking an explicit action. Subsequetly, there is a tendency toward
inaction. This can ultimately result in unneededescalation,evenin caseswvhere
policy dictated clear preemptory action.

To keepthis issuefrom surfacing at critical points in the execution of the
incident responsepolicy, it is necessaryto prevent the "do nothing" action. To
enforce a security policy, inaction needsto held accourtable. This could be
implemented by creating an automated default "start timer" when action by a
personin a specic role is needed. If the persontakesno action, or does not
respond within a speci ed time frame, an automated responseoccursasa result
of the accountable inaction.

3.9 Organizational entities and role actions

There aretwo generaltypesof ertities that ful Il speci c rolesin an evert driven
security incident policy (SIP): Organizational and Tednical ertities. Many of
the organizational ertities may implemert their own event driven SIPs. Those
ertities, or their semi-automatedSIPES, will needto exchangeinformation with
related ertities regarding role-speci ¢ actions.

Organizational ertities can be divided in to two sub-types. The rst sub-
typefullls dierent roleson behalf of a compary from either inside or outside
a compary. Someof the roles can include, but are not limited to:

Software end-user
Software vendor

Computer Security Incident ResponseTeam (CSIRT)



Security researt institute
Independert hadker

The secondsub-type is purely internal to a compary. It lls a specic role
in the incident responseprocedure. For example:

Reverse-engineeringspecialist
System Maintenance
Screenerof all outgoing role-actions

Many of the everts relevant to the SIPES are generatednot by organizational
ertities, but by the technical infrastructure itself. Someof theseroles could be:

IDS systems
Related state-machines within a SIPES (local and remote)
System and network monitoring systems

Tednical and organizational ertities will both generateeverts that hold in-
formation that hassome(weakor strong) correlation with respectto the security
state of (parts of) the infrastructure. The SIPES will use this information in
order to try and determine the infrastructure its true security states. In many
caseghe SIPESwill needto interact further with organizational ertities in order
to reliably determine the true security state of the infra-structural componerts.

In order for the SIPES to be able to have the most e ect, it will needto
generateeverts to be handled by systems (for example, re-w alls) that could
play a role in taking appropriate action basedon status changes.

Given the number of entities involved, the rst requiremert in building a
usable SIPES is to de ne a 'Role-Action' exdhange format that can share and
distribute information for all typesof de ned entities and their corresponding
role-actions. In order to arrive at such a standard, it is essetial to make a
thorough invertory of:

All possibleroles that can generateevents which can trigger state transi-
tions within SIPES state machines.

The typesof Role-Actions eat of theseroles can generate.
What typesof Role-Actions can be sert betweenwhich roles.
The parametersof eat Role-Action that is relevant to its evaluation.

Sinceinformation will be transferred betweenboth internal and external en-
tities, it is essetial to integrate Public Key Infrastructure (PKI) information
into the Role-Action exchangeformat. This will provide necessaryauthentica-
tion of the senderof the role-action.

To allow for the greatest exibilit y in infra-structural implementation, the
exdhangeformat should probably make useof XML. The format usedshould be
able to contain the required PKI signing and identit y information.



3.10 Approac hing Realit y with State Mac hines

To make the right decisionsat the right time it is important to know, as ac-
curately as possible,the external reality. Although 100 percent accuracyis de-
sirable, it is not feasiblegoal. Relying on the represertations that role-actions
give about external realities, we shall assumethat enoughinternal information
is maintained about the external realities neededto create a SIPES. In order
for this assumptionto be valid, a su cien t amourt of security state correlated
everts must be detectable by the SIPES.

The DSFRs as described in the State-full Threat Assessmentsection are a
good represeration of an approximation of the external reality of a subsystem
in betweenpoints in time where the external reality and the internal represen-
tation are more closely synchmonized by role-actions. The DSFRs can be seen
as a stochastic state-madines. With probabilistic or stochastic behavior being
more dicult to model than deterministic state madhines, the approximation
of DSFRs by a discrete state-macine that intro ducessub-stateswith timeouts
and discrete states with static state resistancevalues might becomea viable
implementation method. The use of stochastic state-macdines will however in
many casesbe inevitable.

A State Machine de nes a nite number of states for specic functional
componerts within a SIPES. The state machine will changestate as a result of
input events. A stochastic state machine is a probabilistic state machine where
the state of the machine at one particular time is not represetted as a single
state, but (in the simplestform) asa vector of state probabilities. Everts (where
for DSFR's the passingof time will generateevents by itself) will transform this
vector using a "n ewvert state transition matrix. For more information on this
type of simple probabilistic state machines, the reader may consult any text
regarding Marko chains.

A SIPES de nes two distinct typesof state machines.

The rst type is the Threat State Machine (TSM). It represerts either a
concrete subsystemor a virtual one that describes the software or hardware
being used as a generic componert. The combined TSMs try to form an up-
to-date represertation of the threats that are, at any specic time, presen
for the infrastructure. (A more complex SIPES than that that described in
this documernt might also include TSM's that describe the state of external
populations directly, and might thus be able to respond in an automated way to
role-actionsindicating changesin population statistics. Sudh an implemertation
howewer falls outside the scope of this documernt.)

The secondtypeis the Policy State machine (PSM). It tries to be an up- to-
date represetation of the executionof the security policiesby the organizational
entities involved in its execution.

By combining a good implementation of TSMs and PSMs in an automated
system, it will becomepossibleto build an e ectiv e SIPES from this concept.



4 Creating enforceable policy

Infrastructure P PA
Business +
PAA SFTA
Organisational » 1PM's,PSMs,PAMs
Yy v
STAS bp- [SM's
Security ISSD
information - == |SS's

To create enforceablepolicy a number of actions are needed. This chapter out-
lines the stepsto obtain the data neededfor creation and con guration of a
SIPES. The creation processis comprised of 7 steps:

Point Assessmen(PA): Identify serviceand proxy points.

Point Asset AssessmenfPAA): The PA points are viewed from a business
and nancial perspective. All the points of economicworth are identi ed

and valued.

State-full Threat Assessmen(SFTA): All the possiblelinks between ser-
vice points and proxy points are reviewed in detail, and DSFRs are iden-
tied. For all DSFRs the state macdhine variables are determined.

State-full Risk Assessmenf{SFRA): A mapping sheetis createdfrom PAA
and SFTA data. It is combined with statistical information and usedto
calculate the risks of every potential state of the SFTA.

Threat/Policy Map creation (TPMC): To create the SIPs, the SFRA and
SFTA data is combined with information about the companiesorganiza-
tional structure. This will produce the following output neededby the

SIPES:

{ Policy Action Maps(PAM): Maps policy state changesto correspond-
ing actions. Theseactions include noti cation of roles, generation of
role-actionsto other SIPES, and cortrol over plugsin the infrastruc-

ture.

{ Plug locations: The State-full Resistancesthat can be actively used
by a SIPES in the usageof PAMSs.



{ Policy State Machines(PSMs)

{ Threat Policy Maps(TPM): Maps SFTA to PSMs. Determines how
the state of the PSM changesbasedon the state changesof SFTA

componerts.

State-full Thread AssessmentSimpli ¢ ation (SFTAS): A processthat uses
the SFTA and TPMs to locate states, and even state machines, in the
SFTA that are not having any e ect on the TPM output. It determines
what complexity is neededto represert the state machinesin a SIPES (de-
terministic, simple stochastic, etc). It will usethis information to createa
simpli ed set of Threat State Machines (TSMs) that only have the com-
bined statesthat actually in uence the TPMs, and represen the simplest
model that full Is the stateful risk assessmenneeds.

Initial systemstate determination (ISSD): A processthat identi es a reli-
able starting point for a SIPES and determinesthe exact state information

when the SIPES is activated.

Pleasenote that the the policies resulting from the above methodology will
remain valid only aslong asthere are no signi cant changesin the populations
involved in the risk assessmenor in their statistical behavior. Ones these
changesare detected, the PSMs of the SIPES should prompt the appropriate
rolesto create an updated stateful risk assessmenbasedpolicy for the SIPES.
It is possible that future generations of SIPES might be able to work with
policiesthat can cope with changing populations, but this requires an amount
of statistical analysison the impact of population changesthat falls outside of
the attainable for any initial realization.
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5 Working with enforceable policy

Role-Actions
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A Security Incident Policy Enforcemen System (SIPES) consistsof 4 types
of subsystems:

Threat State Machines(TSM) : State macdhinesthat maintain state about
the security of DSFRs as de ned in the SFTA. The state of TSMs will
change as a result of Role-Actions, or as a result of timeouts that are a
fundamental part of eat state with a security level exceedingabsolute
Zero.

Threat Policy Map(TPM): Maps TSM statesto input everts for the PSMs.

Policy State Machines(PSM): The PSMsare the factual coreof the SIPES.
These state macdhines change state basedon TPM ewents, Role-Actions,
and timeouts.

Policy Action Maps(PAM): Maps PSM state changesto corresponding
actions that have external consequencesActions that can be triggered by
PAMs are:

{ Role-Actions to be sert to external SIPES.

{ Role Noti cations: For example,e-mailsto peoplewith a specic role
that notify them of the current state of a PSM, and prompt them to
generatenew Role-Actions.

{ Infra-structural Actions: Noti cations to systemswith the physical
componerts that comprisecrucial DSFRs, and that are able to take
socalled 'plug’ actions.

11



5.1 Policy publication

To determine the appropriate action for a speci ¢ ertity's Role-Action, ertities
may want to exchange parts of their policies. This would necessitatea stan-
dardized Role-Action exchangeformat and SIPESthat arewidely and e ectiv ely
implemented by the involved ertities.

For Vulnerability publications, there have beene orts to standardizepolicies
for socalled resmnsible disclosureby christey & wysopal?. Although the intent
of this publication is admirable, the conceptof forcing all ertities to usea policy
with limited exibilit y seemsimpractical. A standardized policy as suc, based
on sanetechnical considerations,may be unenforceable but those using a policy
can be held accourtable for it execution. By using part of the policy for a
SIPES as indication of what other parties might expect their peer's actions to
be, both parties caninteract. Even if their policiesdo not match, they are able
to evaluate their peer'spolicy and generatean appropriate Role-Action. If the
implemenrtation of a policy causesdamages,there may be legal rami cations.
Sincean incident responsepolicy is basedon the risks involved, a review and/or
alteration of the risk assessmenwill be required.

To state it in simple terms. Any party creating a security policy will do
this basedon nancial risks to itself without regard for nancial risks to ex-
ternal parties that it will not be held accourtable for. If a policy or group of
policies is/are irr espnsible someoneor somegroup is bound to me adversely
aected by it in some nancial way. This could be a compary, an industry or
a group of consumers.Onessuch a compary or consumergroup is successfully
compensatedby legal means,this type of policy will becomea legal risk.

In addition to direct usein vulnerability reporting, end-usersselectingand
buying software may use published vendor policies as a factor in their product
selection. Usersof network servicescould, for example, use the information to
determine if they trust sendingtheir credit card information to such a service
to purchasea product over the Internet.

Further standardized policy exchange formats might benet the processof
getting low probability high impact everts covered by insurance companies.

The Role-Action and security incident policies should in their exchange for-
mat be closelyrelated and probably even integrated into one single XML+PKI
basedstandard.

5.2 Inciden t Traces

With both the policy and the Role-Action de ned in XML, it should become
possiblefor the state machines to maintain incident tracesin a related XML

format. Collectively, traces could potentially be usedin a court of law, and
sectionsof traces could be included in status reports to ertities involved in the
reporting or handling of incidents. Other use of these traces may be in the
communication with insurance companies.

5.3 Selectiv e obscurit y

A nal point of concernfor many ertities is the concept of selective obscu-
rity. Integrating policies (at least the technical translation of the policies),

2http://sip es.sourceforge.net/draft-c hristey-wysopal/
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Role-Actions, incident tracing, and reporting into a single standard, requires
a degreeof caution. Parameters should be de ned to determine which erti-
ties should have accesso certain portions of policies and incident traces. This
will ensurethat only authorized ertities can accesssensitive policy and incident

trace information.
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6 Step one: creating a SIPES Description Lan-
guage

For a SFRA and a SIPES to becomebecomea usable way of handling infra-
structural security, there are 3 things that needto be realized:

A SIPES Description Language(SIPESDL)
A SIPES implementation.
A SFRA & Policy CASE tool implementation.

The SIPES project at sourceforge® is planning to develop an open source
implementation of a SIPES. At this point no initiativ esexist for the creation of
a SFRA&Policy CASE tool (open sourceor other). An SFRA&Policy CASE
tool (for lack of a better name) will be a graphical tool for creating enforceable
policy using a SFRA methodology. The existenceof such a tool could greatly
help in the acceptanceof SFRA, and thus in the usability of SIPES on a global
scale. The mathematical guts will either have to be maintained in this tool,
or (more likely) the tool could be an extension to existing mathematical and
statistical software that is commonly usedfor risk analysis.

The rst step, howewer, is the creation of a SIPESDL, which should incorpo-
rate the possiblerequiremerts for both open and closedsourceimplementations
of the SIPES and the SFRA&P CASE tool. In addition, the data exchange
between SIPES systemsand/or SFRA&P CASE tools should be problem free.

The SIPESDL should, as described in previous chapters, be an XML-based
format that incorporates PKI information. The PKI key and signature infor-
mation is an essetial part of the SIPESDL. Existing standards for PKI usage
in XML should be of primary consideration.

The SIPESDL will encompassead step and every componert in the SFRA
process,every componert usedby a SIPES, and all communications betweena
SIPES and:

a SFRA&P CASE tool

other SIPES systems

personsor organizations

Network/system monitoring systemsand IDSs

systems capable of doing administrativ e tasks (like disabling an ertire
(sub)system)

Considering the many elds of expertise that a SIPESDL will touch, a
SIPESDL documert must presert a standard that will bring consensusfrom
many experts in the involved elds and sub- elds. This chapter outlines some
of the essetial points to be consideredin the processof creating a SIPESDL
documert.

Somestandards may have already beencreated in the various elds that a
SIPESDL is attempting to encompass. The SIPESDL may be, in large part,

Shttp://sourceforge.net/pro  jects/sip es/
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nothing more than an extension of one or more of these existing standards, or
a meta languagethat incorporatesthe existing (pre) standards.

An important point to keepin mind is that while existing standards may
be fully valid for the concerning sub eld of info-sec, the ultimate goal is to
cortribute to the e ectiv enessof a SIPES. If that goal is not achieved through
completeinclusion of an existing standard, a modi ed approac will have to be
implemented. Once a SIPES has beencreated from a SFRA process,it will be
doing big parts of the actual SFRA calculations constartly, with changing pa-
rameters, and consuminglarge amounts of CPU time to keepthe infra-structural
safety at an optimum. The e ectiv enessof a SIPES relies heavily on the syn-
chronization betweenthe internal state-madiine and reality to keeplatency as
low as possible. Therefore, the information received by a SIPES must be in an
e cien t, streamlined format soasto avoid prohibitiv ely intensive resourceallo-
cation and/or possibly human intervertion. The indiscriminate use of existing
standards may not serwe this end and should be thoroughly considered.

6.1 Essential point on RA Math

Risk assessmanincludes a substartial amount of mathematics that in uence
the SIPESDL de nition. Discussionof the mathematical aspectswill be largely
conceptualto keepthe documert readableand comprehensibleto the intended
(wide) audience. The SIPESDL documert will evertually needto include some
speci ¢ examplesof the RA math, but this falls outside of the scope of the initial

documert.

In (State-full) Risk Assessmen many properties can seemingly be repre-
serted as somenumber, whenin fact, they can only be correctly represertied as
a stochastic variable (SV). A SV describes the probability (Pr) that the true
value of the variable falls within a speci ¢ range of possiblevalues. Rarely will
a variable have an exact numkber, or be within a small perceniage of that exact
number. It is not unusual for a value many times higher, or even many tens or
hundreds of times higher, than the mean value of such a variable to becomea
crucial factor in the RA process.Further, animportant calculation in RA is the
determination of the probability that the value of a SV is higher or lower than
someother constart or variable. Without maintaining information about the
stochastic properties of the variable, these calculations will becomeimpossible
or meaningless.

In addition, determining if events are dependert, and to what extert, is es-
senial to the SIPESDL. The usability of the SIPESDL reliesgreatly on de ning
everts as either completely independert or fully dependert on other everts. If
there is a partial dependencythat is too large to safelyignore, it could in some
casesbe de ned in someform of conveniencestate-madine that is usedas an
event transformation system. Mathematical methods of decomposition might
help in the decomposition of events into un ltered and state-madine ltered
evens.

The math of the SFRA is mostly built around a simple principle; there
is a diverse set of external population, of which some should have accessto
a particular asset, and others should not. Each population will have some
amount of potential interest in an asset, will ascribe someworth to accessing
it, and will invest somemaximum amount of e ort to reach that goal. Between
the population member and the assetthere will be an amount of resistance
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put up by DSFRs. This requires a member of an hostile population to invest
someamourt of e ort. The risk to the assetfor a particular hostile population is
primarily determined by the probability that the e ort a single memler is willing
to invest is equal or greater than the combined resistane value of the DSFRs
between the population memter and the asset Additional determinations of risk
are:

Cost or income (where income is de ned only as cost) assaiated with a
population member accessingan asset.

The dependence,or independence,of this cost on population proles in
repeated (failed or successful)accessattempt everts.

The numbers of members described by the di erent population pro les.

The rst of theseitems might need a little clari cation. Income will become
cost when resourcesare unavailable at the time a member of an authorized
population tries to accesghe assetand fails.

6.2 Imp ortan t issues for data-mo deling for the SIPESDL

To elaborate on the conceptsin the previous section, the following sections
describe some of the most fundamental data classesthat should be de ned
for a SIPESDL. Detailing a complete set of data classeswill be an extensive
task within the SIPESDL creation processand fall beyond the scope of this
documert.

Two essetial piecesof data neededby the SFRA are the Population Pro le
(PP) and the Asset Prole (AP). While these proles are independen of a
SIPESDL, they augmert its e ectiv enessgreatly.

The PP describesthe characteristics of a member belongingto a population
that can be uniquely identi ed by these characteristics.

The AP describes a set of characteristics of a group of assetsthat can be
uniquely identi ed by these characteristics. An assetwill possessertain char-
acteristics that make it interesting to an external population. Many, but not
all, of these characteristics can be described as having someworth. Pleasenote
that the worth of an assetis explicitly de ned as not being part of the asset
pro le.

Although PPs and APs are not part of the SIPESDL, deweloping standards
for these pro les is essetial for a SIPESDL standard capable of describing
reusablecomponerts for usein world wide security evert information exchange.
Without PP and AP standards, evaluation of role-actionswill continue to be a
job that needsintensive human evaluation on the receiving side. The de nition
of a SIPESDL assumeshe existenceof standardized PPs and APs, and builds
on theseto create a description language for security policy enforcemen and
security evert exdhangethat will allow many of the human evaluation tasks to
be done more e cien tly. Furthermore, many tasks that now involve intensive
human evaluation can be implemented by technical measures.

The following sectionswill try to describe someof the essetial componerts
the SIPESDL should provide description possibilities for, and speci ¢ concerns
with respect to these componerts.
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6.3 Population Stats (PS)

Where the PP describes the common characteristics of single member within
a population, the Population Stats (PS) will describe known (or extrapolated)
statistical information about the combined members of suc a population. The
information from the PS will, in turn, yield information about single member
within the group.

The rst essetial setof information about an PP is the stochastic variable
that describesthe number of existing members that adhereto the prole that
describesthe population.

The SFRA processwill require two important aspects of the prole also
described in the PS:

Interest that an population member might have in a particular asset.

E ort that a member of a hostile population might invest to gain access
to a particular asset.

Pleasenote there is a distinction between authorized and unauthorized ac-
cess.The E ort only appliesto unauthorized pro le instances.

Both Interest and E ort will be parameterized stochastic variables, where
the resulting SIPESDL componerts will likely be large multidimensional arrays
(combined with some mathematical and notational tricks to limit the size of
the description) that are able to generate a stochastic variable for any given
set of valuesfor the implemented parameters. As Interest and E ort matrices
can potentially becomevery big, and may be very similar for related pro les, it
is essetial that PPs, and their statistics data sets, can be described as di er-
ertials from a common referencedobject. The most important parameters or
dimensions of an Interest or E ort stochastic variable are (or might be, asthey
are all optional):

The Assetprole 1D
The Asset worth

The time (time of day/w eek/month etc)

6.4 Point Asset

In the Point Asset Assessmet{P AA) an extensiw list of assetobjects is located
and evaluated. The result of this assessmenwill be a small set of SVs, and
someadditional elemenary information about the asset.

The Asset Object will hold two parameterized SVs:

The Worth this assetmight have to a particular population.

The Cost involved if a particular population accessedhis asset.
Worth might have the following parametersor dimensionsitself:

Population ID.

time (time of day/w eek/month etc)
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The Cost variable is a bit more involved and requires closeattention to the
dependenceof costevents. For this reason, ltering TSM's should be used. The
basicidea is to capture dependencebetweeneverts in a ltering state-madine.
It should then be possibleto tackle the dependenceof ewvert coststo a large
extent.

A further note on Cost is that it could be negative, and it might be involved
with both a successfuland a failed attempt. The Cost variable will thus have
the following parametersor dimensions:

Population ID

Filtering TSM state

Succesor Failure and type of failure (full, lost integrity etc)
time (time of day/w eek/month etc)

time (Duration of (un)availabilit y)

6.5 DSFRs Points and (Sub)System

The PAs and PS de ne the framework the SIPES usesto coordinate the sta
and, to someextent, the infrastructure, to minimize costsresulting from di er-
ert kinds of failure. To dewelop this framework, the combined resistancevalue
of all componerts in betweenpopulation members of the di erent populations
and the APs needto be determined. In the PA and SFTA, the infrastructure
will be described in terms of Points and TSMs. Points and TSMs, and their
respective graphs, should be objects de nable in a SIPESDL.

(Sub)systemsbuilt from the atomic componerts of the SFTA should alsobe
de ned. Each SFTA of a particular (sub)systemcan potentially be re-usedasa
single componerts in an infra-structural SFTA. The de nition of (Sub)Systems
is essetial in designinga SIPESDL that accommalatesthe processof reporting
vulnerabilities and exploits.

The re-usability of subsystemsin SFTA is essetial for the usability of this
otherwise extremely extensive task. Esserial information a (Sub)Systemshould
be able to implement should be:

Vendor identi cation.
Software identi cation.
Software version range identi cation.

description (and identi cation) of the atomic and non atomic componerts
in the (sub)system.

description of the interconnection graphs of the componerts.
Inclusion of other subsystems( for example libraries or modules)
Usageof templates and overruling of default includes

Usageof de nes and ifdefs for con guration dependencies
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6.6 Policy and organizational state-mac hines

A SIPES will not take direct action basedonly on TSMs, PPS, and PAs. It will
usethis information asindirect input for Policy State-madines (PSM). These
PSMs maintain state, with respect to the current SIPs, about the handling of
security events by the responsible ertities within the organization. There are no
apparert points of concernabout thesestate-macinesand their descriptionsin
a SIPESDL that needto be addressedexplicitly in this documert.

6.7 Role-Actions, Action-Maps and StateActionMaps

Role-Actions are the encapsulation of any information that is inserted into a
SIPES, thus the de nition of Role-Action objects is the biggestpart of the data
exchangeportion of a SIPESDL.

A Role-Action will evertually needto in uence relevant objectsin the SIPES.
It is therefore essetial that the SIPES be able to determine to which internal
objects the role-action is relevant, and, if possible,which parametersin uence
which parts of the internal object in what way. This can be donein 3 ways:

Either asis preferred the Role-Action will include identi ers that are used
in the sameform in the internal componerts of the active SIPES.

The Role-Action de nes elds that are usable asinput for Action-Maps,
that in fact do pre-processingon incoming Role-Action in order to identify
the relevant internal SIPES objects.

The least desirable way of processingis having the Role-Action inserted
into a PSM for the sole purposeof getting it evaluated for re-insertion by
a human.

Some of the Role-Actions might further be generatedinternally by State-
machines or StateActionMaps. A StateActionMap (of what a TPM could be
an example) de nes sets of combined states or state-machine parameters that
will trigger the internal generation of a Role-Action. Both Action-Maps and
StateActionMaps should be de ned in the SIPESDL. Some Action-Maps and
StateActionMap may ewven needto becomestatic parts of eadr SIPES if the
Role-Action de nition requiresit. This could be likely if adherenceto existing,
non- tting standardsis needed.

For TSMs to becomefully syndcironized with all threat information, it is
crucial that Role-Actions either contain, or refer implicitly/explicitly  to, all
available information relevant to the evaluation of the Role-Action in the SFRA
process.If this information is stochastic in nature, it needsto retain this char-
acteristic when it's communicated.

6.8 Role-Noti cations

Conceptually, Role-Actions are input for the SIPES and Role-Noti cations are
output, but someRole-Noti cations might be Role-Actions for someother SIPES.
It might be possibleto combine the two in the SIPESDL as one. Howeer, this

will have to be subject of further study.
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6.9 PKI info for authen tications and tracing

A Role-Action or Role-Noti cation will always include a PKI signature of the
role entity or SIPES that generatedit, and will always de ne the role from the
entit y that claimedto sendit. Further, the Role-Action will always include the
public key of the sender. In instanceswhere an ertity signature is presen, the
public key of the signerwill alsobe included. It is important to note that sud
a signature will sign a key/role combination.

The use of signing and public keysin role-actions and role-noti cations is
neededfor two reasons:

First, to verify the authenticit y and trustworthiness of the source. This will
allow the assignmen of resourcespor the taking of infra-structural actions based
on the content of Role-Actions.

Second,to trace all actions to an event-log. If an incident responseis han-
dled poorly resulting in legal action, or a negligert employeeis consideredfor
termination, having an evert-log that includessignedrole-actionswill very likely
(if careis taken in the SIPES implemertation) be admissiblein a court of law,
or in communications with an insurance compary.
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list currently cortains a link to a risk managemen documert not quite in sync
with current insights that however should give a reasonablefeel for the subject,
especially when combined with the information found in the introduction to
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not appear to have a freely available sourceof information that is usable.

Australian Communications Security Instruction 33

Handbook 3: Risk Managemert
http://mwww.dsd.go  v.aul/infosec/acsi33/HB3p.p df

Introduction to probability

Charles M. Grinstead and J. Laurie Snell
http://www.cs.jm  u.edu/common/coursedo  cs/CS685netsecnew/COMNETI Il/Probabilit  y/in troprobb ook.htm

EngineeringUncertainty and Risk Analysis
SergioE Serano
ISBN 0-9655643-8-X
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21



8 Conclusion

Creating a standard for automated security incident policy enforcemen data
exchange is an ambitious project. It will need the help and dedication of
many security specialists and organizations, including CSIRTs, Software ven-
dors, Insurance companiesbut alsoindependen security specialists (ISECOM,

BUGTRA Q etc) in order to becomea usable standard. Creating sud a stan-
dard would allow for the creation and deployment of a stateful risk assessmen
methodology and security incident policy enforcemen systems. Managemen

will be responsible for creating clearly documerted policy which will minimize
escalationand avert unnecessaryexpenses.The end result will be swift, policy-

basedmeasurescapable of being implemented for any security incident.

22



9 GNU Free Documentation License

Version 1.1, March 2000

Copyright ¢ 2000 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307USA
Everyone is permitted to copy and distribute verbatim copies of this license
documen, but changing it is not allowed.

Pream ble

The purposeof this Licenseis to make a manual, textb ook, or other written doc-
ument \free" in the senseof freedom: to assureeveryone the e ectiv e freedom
to copy and redistribute it, with or without modifying it, either commercially
or noncommercially Secondarily this Licensepresenesfor the author and pub-
lisher a way to get credit for their work, while not being consideredresponsible
for modi cations made by others.

This Licenseis akind of \copyleft", which meansthat derivative works of the
documert must themsehesbe free in the samesense.It complemeris the GNU
General Public License,which is a copyleft licensedesignedfor free software.

We have designedthis Licensein order to useit for manuals for free software,
becausefree software needsfree documertation: a free program should come
with manuals providing the same freedomsthat the software does. But this
Licenseis not limited to software manuals; it can be usedfor any textual work,
regardlessof subject matter or whether it is published as a printed book. We
recommendthis License principally for works whose purposeis instruction or
reference.

9.1 Applicabilit y and De nitions

This Licenseappliesto any manual or other work that contains a notice placed
by the copyright holder saying it can be distributed under the terms of this
License. The \Do cumert”, below, refersto any such manual or work. Any
member of the public is a licensee,and is addressedas \y ou".

A \Mo di ed Version" of the Documert meansany work containing the Doc-
ument or a portion of it, either copied verbatim, or with modi cations and/or
translated into another language.

A \Secondary Section" is a named appendix or a front-matter section of
the Documert that deals exclusively with the relationship of the publishers
or authors of the Documert to the Documert's overall subject (or to related
matters) and corntains nothing that could fall directly within that overall subject.
(For example,if the Documert isin part atextb ook of mathematics, a Secondary
Sectionmay not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The \In variant Sections" are certain Secondary Sections whose titles are
designated,asbeing those of Invariant Sections,in the notice that says that the
Documert is releasedunder this License.

The \Cover Texts" are certain short passage®f text that arelisted, asFront-
Cover Texts or Back-Cover Texts, in the notice that says that the Documert is
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releasedunder this License.

A \T ransparert” copy of the Documert means a machine-readable copy,
represened in a format whose speci cation is available to the general public,
whose corntents can be viewed and edited directly and straightforwardly with
generictext editors or (for imagescomposedof pixels) generic paint programs
or (for drawings) somewidely available drawing editor, and that is suitable for
input to text formatters or for automatic translation to a variety of formats
suitable for input to text formatters. A copy madein an otherwise Transparert
le format whosemarkup hasbeendesignedto thwart or discouragesubsequeh
modi cation by readersis not Transparert. A copy that is not \T ransparert"
is called \Opaque".

Examples of suitable formats for Transparert copiesinclude plain ASCII
without markup, Texinfo input format, IATEX input format, SGML or XML us-
ing a publicly available DTD, and standard-conforming simple HTML designed
for human modi cation. Opaqueformats include PostScript, PDF, proprietary
formats that can beread and edited only by proprietary word processorsSGML
or XML for which the DTD and/or processingtools are not generally available,
and the machine-generatedHTML producedby someword processorgor output
purposesonly.

The \Title Page" means,for a printed book, the title pageitself, plus suc
following pagesas are neededto hold, legibly, the material this Licenserequires
to appear in the title page. For works in formats which do not have any title
pageassud, \Title Page" meansthe text nearthe most prominent appearance
of the work's title, precedingthe beginning of the body of the text.

9.2 Verbatim Copying

You may copy and distribute the Documert in any medium, either commercially
or noncommercially provided that this License,the copyright notices, and the
license notice saying this License applies to the Documert are reproduced in
all copies, and that you add no other conditions whatsoever to those of this
License. You may not usetechnical measuresto obstruct or cortrol the reading
or further copying of the copiesyou make or distribute. Howewer, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copiesyou must also follow the conditions in section 3.

You may alsolend copies,under the sameconditions stated above, and you
may publicly display copies.

9.3 Copying in Quantity

If you publish printed copiesof the Documert numbering more than 100, and
the Documert's licensenotice requires Cover Texts, you must enclosethe copies
in coversthat carry, clearly and legibly, all theseCover Texts: Front-Cover Texts
on the front cover, and Back-Cover Texts on the badk cover. Both covers must
also clearly and legibly identify you asthe publisher of these copies. The front
cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the coversin addition. Copying
with changeslimited to the covers, as long as they presene the title of the
Documert and satisfy these conditions, can be treated as verbatim copying in
other respects.
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If the required texts for either cover are too voluminous to t legibly, you
should put the rst oneslisted (as many as t reasonably)on the actual cover,
and cortinue the rest onto adjacert pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparert copy
along with ead Opaque copy, or state in or with ead Opaque copy a publicly-
accessiblecomputer-network location containing a complete Transparert copy
of the Document, free of added material, which the generalnetwork-using public
has accessto download anonymously at no charge using public-standard net-
work protocols. If you usethe latter option, you must take reasonablyprudent
steps,when you begin distribution of Opaque copiesin quartity, to ensurethat
this Transparert copy will remain thus accessibleat the stated location until
at least one year after the last time you distribute an Opaque copy (directly or
through your agerts or retailers) of that edition to the public.

It is requested,but not required, that you contact the authors of the Doc-
ument well before redistributing any large number of copies, to give them a
chanceto provide you with an updated version of the Document.

9.4 Mo di cations

You may copy and distribute a Modied Version of the Documert under the
conditions of sections2 and 3 above, provided that you releasethe Modi ed
Version under precisely this License,with the Modi ed Version lling the role
of the Documernt, thus licensing distribution and modi cation of the Modi ed
Versionto whoever possessea copy of it. In addition, you must do thesethings
in the Modi ed Version:

Usein the Title Page(and on the covers, if any) atitle distinct from that
of the Documert, and from those of previous versions (which should, if
there were any, be listed in the History section of the Documert). You
may use the sametitle as a previous version if the original publisher of
that version gives permission.

List on the Title Page,asauthors, one or more personsor ertities respon-
sible for authorship of the modi cations in the Modi ed Version, together
with at least v e of the principal authors of the Documert (all of its prin-
cipal authors, if it haslessthan v e).

State on the Title pagethe name of the publisher of the Modi ed Version,
asthe publisher.

Presene all the copyright notices of the Documert.

Add an appropriate copyright notice for your modi cations adjacert to
the other copyright notices.

Include, immediately after the copyright notices, a license notice giving
the public permissionto usethe Modied Versionunder the terms of this
License,in the form shawn in the Addendum below.

Presene in that licensenotice the full lists of Invariant Sectionsand re-
quired Cover Texts given in the Documert's licensenotice.
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Include an unaltered copy of this License.

Presenethe sectionertitled \History", and its title, and add to it anitem
stating at least the title, year, new authors, and publisher of the Modi ed
Versionasgivenon the Title Page. If thereis no sectionertitled \History"

in the Documernt, create onestating the title, year, authors, and publisher
of the Documert as given on its Title Page,then add an item describing
the Modi ed Version as stated in the previous sertence.

Presene the network location, if any, given in the Documert for public
accesgo a Transparert copy of the Documert, and likewisethe network
locations given in the Documert for previous versionsit was basedon.
These may be placedin the \History" section. You may omit a network
location for a work that was published at least four yearsbeforethe Doc-
umert itself, or if the original publisher of the version it refersto gives
permission.

In any section entitled \Ac knowledgemens" or \Dedications", presene
the section'stitle, and preserw in the section all the substanceand tone
of eat of the contributor adknowledgemens and/or dedications given
therein.

Preseneall the Invariant Sectionsof the Document, unalteredin their text
and in their titles. Section numbers or the equivalernt are not considered
part of the sectiontitles.

Delete any section entitted \Endorsements". Suc a section may not be
included in the Modied Version.

Do not retitle any existing sectionas\Endorsemernts" or to con ict in title
with any Invariant Section.

If the Modied Version includes new front-matter sections or appendices
that qualify as Secondary Sectionsand contain no material copied from the
Documert, you may at your option designatesomeor all of these sectionsas
invariant. To do this, add their titles to the list of Invariant Sectionsin the
Modi ed Version'slicensenotice. Thesetitles must be distinct from any other
sectionftitles.

You may add a sectionentitled \Endorsements", provided it corntains nothing
but endorsemets of your Modi ed Version by various parties { for example,
statemerts of peerreview or that the text hasbeenapproved by an organization
asthe authoritativ e de nition of a standard.

You may add a passageof up to v e words as a Front-Cover Text, and a
passageof up to 25 words as a Back-Cover Text, to the end of the list of Cover
Texts in the Modied Version. Only one passageof Front-Cover Text and one
of Back-Cover Text may be added by (or through arrangemers made by) any
one entity. If the Document already includes a cover text for the samecover,
previously added by you or by arrangemen made by the sameertity you are
acting on behalf of, you may not add another; but you may replacethe old one,
on explicit permissionfrom the previous publisher that added the old one.

The author(s) and publisher(s) of the Documert do not by this Licensegive
permissionto usetheir namesfor publicity for or to assertor imply endorsemen
of any Modi ed Version.
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9.5 Combining Documents

You may combine the Documert with other documerts releasedunder this Li-
cense,under the terms de ned in section4 above for modi ed versions,provided
that you include in the combination all of the Invariant Sectionsof all of the
original documents, unmodi ed, and list them all as Invariant Sectionsof your
combined work in its licensenotice.

The combined work needonly contain onecopy of this License,and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sectionswith the samename but dierent cortents, make
the title of eat sudch section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that sectionif known, or elsea
unique number. Make the sameadjustment to the section titles in the list of
Invariant Sectionsin the licensenotice of the combined work.

In the combination, you must combine any sections ertitled \History" in
the various original documerts, forming one sectionertitled \History"; likewise
combine any sectionsentitled \Ac knowledgemens"”, and any sections entitled
\Dedications". You must delete all sectionsertitled \Endorsements."

9.6 Collections of Documents

You may make a collection consisting of the Document and other documerts
releasedunder this License, and replace the individual copiesof this License
in the various documerts with a single copy that is included in the collection,
provided that you follow the rules of this Licensefor verbatim copying of eah
of the documerts in all other respects.

You may extract a single documert from such a collection, and distribute it
individually under this License,provided you insert a copy of this Licenseinto
the extracted documert, and follow this Licensein all other respects regarding
verbatim copying of that documen.

9.7 Aggregation With Indep endent Works

A compilation of the Documert or its derivatives with other separateand in-
dependert documerts or works, in or on a volume of a storage or distribution
medium, does not as a whole court as a Modied Version of the Documert,
provided no compilation copyright is claimed for the compilation. Such a com-
pilation is called an \aggregate", and this Licensedoesnot apply to the other
self-cortained works thus compiled with the Documernt, on accourt of their be-
ing thus compiled, if they are not themsehesderivative works of the Documert.

If the Cover Text requiremert of section 3 is applicable to thesecopiesof the
Documen, then if the Documert is lessthan onequarter of the ertire aggregate,
the Documert's Cover Texts may be placed on covers that surround only the
Documert within the aggregate. Otherwise they must appear on covers around
the whole aggregate.

9.8 Translation

Translation is considereda kind of modi cation, soyou may distribute transla-
tions of the Documert under the terms of section4. ReplacingInvariant Sections
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with translations requires special permission from their copyright holders, but
you may include translations of someor all Invariant Sectionsin addition to
the original versionsof these Invariant Sections. You may include a translation
of this License provided that you also include the original English version of
this License. In caseof a disagreemeh betweenthe translation and the original
English version of this License,the original English version will prevalil.

9.9 Termination

You may not copy, modify, sublicense,or distribute the Documert except as
expresslyprovided for under this License. Any other attempt to copy, modify,
sublicenseor distribute the Documert is void, and will automatically terminate
your rights under this License. Howewer, parties who have received copies, or
rights, from you under this Licensewill not have their licensesterminated so
long as such parties remain in full compliance.

9.10 Future Revisions of This License

The Free Software Foundation may publish new, revised versions of the GNU
Free Documertation License from time to time. Sud new versions will be
similar in spirit to the presen version, but may di er in detail to addressnew
problems or concerns. Seehttp://www.gn u.org/copyleft/.

Each version of the License is given a distinguishing version number. If
the Documert speci es that a particular numbered version of this License"or
any later version" appliesto it, you have the option of following the terms and
conditions either of that speci ed version or of any later versionthat hasbeen
published (not as a draft) by the Free Software Foundation. If the Documert
does not specify a version number of this License,you may chooseany version
ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To usethis Licensein adocumert you have written, include a copy of the License
in the document and put the following copyright and licensenaotices just after
the title page:

Copyright ¢ YEAR YOUR NAME. Permissionis granted to copy,
distribute and/or modify this documert under the terms of the GNU

Free Documertation License,Version 1.1 or any later version pub-
lished by the Free Software Foundation; with the Invariant Sec-
tions being LIST THEIR TITLES, with the Front-Cover Texts being
LIST, and with the Back-Cover Texts being LIST. A copy of the li-

censeis included in the section ertitted \GNU Free Documertation

License".

If you have no Invariant Sections,write \with no Invariant Sections"instead
of saying which onesare invariant. If you have no Front-Cover Texts, write
\no Front-Cover Texts" instead of \F ront-Cover Texts being LIST"; likewisefor
Back-Cover Texts.

If your documert cortains nontrivial examplesof program code, we recom-
mend releasing these examplesin parallel under your choice of free software
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license, such as the GNU General Public License,to permit their usein free
software.
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