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Abstract

This document addresses the main problems in current incident response han-
dling procedures. It outlines how a tighter integration of risk assessment, tech-
nical security measures, and incident response policies can lead to more effective
incident handling. The case is also made to expand the definition of incidents
to include any event that might affect the security state of a software product
or an infra-structural component. Finally, the document advocates implemen-
tation and standardization of an information exchange format that integrates
security event, security policy, and event handling tracing information in a way
that respects the needs posed by the required stochastic modeling of risk.



1 Status

This document is a work in progress, this current version is a proposed update
to the first draft version that is currently under peer review within ISECOM.
For this reason any misinformation that might be contained in this document
currently only reflects the opinions and/or level of knowledge of the main au-
thors, and should in no way be considered to be in sync with the quality of peer
reviewed ISECOM documents.

2 License

Copyright (© Rob J Meijer & Rick Tucker Permission is granted to
copy, distribute and/or modify this document under the terms of the
GNU Free Documentation License, Version 1.1 or any later version
published by the Free Software Foundation; A copy of the license is
included in the section entitled “GNU Free Documentation License”.



3 Introduction

This section introduces current issues regarding security policies and their en-
forcement possibilities. It illustrates factors needed to create a security incident
policy enforcement system (SIPES), and presents the subsequent benefit of la-
tency reduction to the field of IT security. It demonstrates how a SIPES could
elevate the level of IT security world-wide, while keeping company incident costs
down to an acceptable and predictable level.

3.1 Conflicts in the definition of failure

One of the most important issues in IT infrastructure is the prevention of so
called single points of failure. This is a valid and important issue, but there are
issues with how failure is perceived. Its interpretation has become an obstacle
in the implementation of effective infra-structural security measures. To expand
on this idea, the two core types of failure must be defined and discussed:

e Failure of the authorized availability of resources.
e Failure to prevent unauthorized availability of resources.

All too often, legitimate availability of resources is associated with a risk, or even
acceptance, of unauthorized availability of those same resources. Conversely,
denying unauthorized availability can lead to legitimate needs being unduly
restricted. Removing a single point of failure for one type of failure could in
many cases introduce a simular single point of failure for the other type of
failure. The conflict is fundamental. The desire to make resources available
while preventing them from being compromised is the main issue in security
measure implementation. The most important aspect to realize is neither type of
failure can be completely prevented. The resolution of this issue lies in choosing
the least undesirable form of failure within every conceivable situation, and doing
so swiftly enough to be effective.

3.2 State-full risk assessment

The key in determining which way to fail is based on a risk assessment. Risk
assessment, in its ‘'common practice’ application on IT infrastructures, is mostly
done in a rather stateless and static way. In other words, dynamic technical fac-
tors are de-emphasized. Hence, many diverse conditions, or states, in a technical
environment are not considered separately when performing the risk assessment.
Risk, however, is dependent on many components that are not stateless in na-
ture, but are dependent on the security dynamics of all subsystems involved
in the risk assessment. Every involved subsystem has a dynamic security state
that changes in time as a result of both internal and external events. Examples
of these events are:

e Publication of a vulnerability in the subsystem
e Installation of a patch or newer version of the subsystem

e Detection of unauthorized access to resources by an IDS (Intrusion Detec-
tion System)



Dependent on the state of a subsystem, the outcome of the risk assessment will
vary. The balance between the risk of the two types of failure, and costs that
may arise from favoring one or the other, can change based on the state of
a given subsystem. This dynamic environment presents a major issue that a
stateless risk assessment does not address in security incident procedures:

Is a particular problem severe enough to warrant disabling access to the entire
(sub)system?

The answer is elusive. In circumstances that might require swift action the
wrong choice could have major repercussions. Acquiring the correct information
is paramount to averting two potentially disastrous scenarios:

e The technical staff will take a ’shoot first’ approach and will, based on
purely technical considerations, decide to disable access to the entire sys-
tem.

e The technical staff will keep the system intact and opt to formally send
the issue through many delaying layers of management.

Both decisions, though made with good intentions, are inappropriate re-
spomnses to the risks involved. The technical staff does not have the needed in-
formation to form a suitable response. Without instructions to the contrary, the
technical staff will typically opt for more formal escalation procedures. Though
not always wise, this is often perceived as a course of action that will prevent
them from losing their jobs. If the technical staff is responsible for deciding how
to respond to a failure, but has no clear directive from management, an orga-
nization’s future can potentially be secondary to protection of an individual’s
career. This, in turn, can place both parties at significant risk. Entrusting the
technical staff with such responsibility is clearly not desirable.

A solution must be devised to move the responsibility to a management
level, but also reduce the latency involved with escalation. This would remove
the high impact decision making from the technical staff and provide them with
a viable framework allowing them to respond quickly and appropriately given
the risks involved.

Ultimately, a security incident policy (SIP) based on state-full risk assess-
ment (SFRA) needs to be created. This type of policy takes into account all
the possible security states of all involved subsystems, combines these with the
information from the stateless risk assessment, and produces a set of security
states where the risk is more accurately identified.

3.3 Mapping all security to availability of assets

In order to become able to map all types of security issues to a single simple
but complete representation for risk assessment purposes, we need to map all
three base types of security issues (availability,confidentiality and integrity) to a
single set of concepts that can be modeled uniformly. To achieve this we choose
to look at confidentiality and integrity from an availability viewpoint.

Lets start by looking at confidentiality. In order to be able to view confi-
dentiality as an availability issue, we need to define data ’events’ as assets. By
doing this we can view failure in confidentiality as unauthorized access to data
event assets.



Now lets look at integrity. If we view assets as having integrity state, we can
see unauthorized access that changes this state as an availability issue. Next
to this we can see further authorized access to assets that have their integrity
violated as a specific instance of failure of authorized access.

By taking the viewpoint of ’everything is availability of assets’ we can create
a usable model to base our risk assessment on.

3.4 State-full Threat Assessment

The foundation needed to create a State-full Risk Assessment, and also needed
to extract usable configuration data for a SIPES, is a State-full Threat Assess-
ment(SFTA). In a SFTA, the infrastructure’s resources are not seen as targets.
All resources in the infrastructure are interpreted as being only Service Points
or Proxy Points.

A Service point is any point in the infrastructure that delivers some service
to external and/or internal parties, surrounding components, and most impor-
tantly, to definable proxy points. A proxy point is defined as an environment
that could become available through a service point by the use of some vulner-
ability.

Between service and proxy points there exists a barrier. The barrier in-
herently resists any intrusion or attempt to compromise it. Its resistance will
degrade if efforts are made to overcome it, or availability of exploit informa-
tion increases. This degradation is quantified as degrading state-full resistance
(DSFR). Its value is dependent on the ’state’ of the service providing subsystem,
and will degrade over time with a specific speed for that state (chapter 3.10 will
go deeper into this subject and will show that in some cases a more complex
representation is needed).

The DSFR is the fundamental component of the SFTA. It is synonymous
with the original idea of Risk Assessment Values (RAVs) outlined in The Open
Source Security Testing Methodology Manual (OSSTMM) !, but is limited to
the threat assessment phase of a SIPES. A DSFR is defined to be the threat
assessment view of a technical subsystem that can be seen as atomic from this
viewpoint. It will be used to hold state information about the subsystem per-
taining to the subsystems resistance and/or its integrity. The SFTA incorpo-
rates the following tasks:

e Inventory of all service points in the infrastructure
e Inventory of all possible proxy points in the infrastructure

e Inventory of all DSFRs and identification of duplicate components (dupli-
cate components will have security behavior within the State-full Resis-
tance network that is specific and difficult to model)

e Determination of all possible states to which State-full Resistances could
be exposed, and the integrity information, initial resistance and degrada-
tion factor (or its stochastic properties, see 3.10) of these states.

e The determination of timeout sub-states defined by pre-determined degra-
dation levels within a state.

Thttp://www.osstmm.org/



Although the itemization of tasks is straight forward, the practice of using
duplicate components in different areas of the infrastructure is a complicating
factor. The collective resistance of those duplicate components is equal to the
resistance of just one component, so only one exploit is needed to compromise
all of them. This significantly complicates the mapping and assessment of all
the paths an adversary can utilize. One method of addressing this issue is to
introduce somewhat crude calculable correction factors. Although this method
is far from scientifically correct, it does deliver a reasonable result. Construction
of mathmaticaly correct methods for this task should however remain one of the
prime goals of the SIPES project.

3.5 From state-full risk to incident policy enforcement

The risk to resources changes dynamically due to different events that affect the
security state of I'T infrastructure components. Different risk levels will warrant
different decisions regarding the availability of resources. Using a SFRA pro-
vides the foundation for creating a strategic availability policy. This policy can
be used to determine security dynamics that may warrant disabling an entire
(sub)system or re-enabling a disabled (sub)system. In a partially automated
system such a policy could substantially aid in enforcement of resource avail-
ability. Since determination of the appropriateness of disabling a (sub)system
is mostly done in the context of incidence response, such an automated system
can be called a ”Security Incident Policy Enforcement System” (SIPES).

3.6 Threat to external resources

Enforcement of SFRAs and SIPES may lead to an increased liability for ac-
tions/inactions. This enforcement is straight forward within an organization.
Any necessary calculations or communication regarding a breach of protocol can
be dealt with relatively quickly and efficiently. However, the possibility of an
external party experiencing fallout from an internal breach of protocol, such as a
proxy attack, is a definite reality. Subsequently, any potential damage to exter-
nal systems due to policy-based availability of compromised internal resources
needs to be accounted for in the risk assessment.

Ultimately, responding appropriately to a compromised system, or just a
vulnerability, will become an action based on a strategic management decision.
Management will cease to be an wnwitting accomplice when a compromised
resource is used to attack external systems. It will, in many cases, become a
policy-based accomplice that is partially accountable for any damage to external
systems.

3.7 Extending the definition of incident

For most companies a security incident begins when there is a reasonable as-
sumption that a compromise is in progress, or has already happened. The
security state of a subsystem, however, can transition to a state that is ’likely
vulnerable’, or even an ’exploit publicly available’ state, before the subsystem is
actually compromised. Given this reality, the incident response policy derived
from a SFRA should be initiated well before an actual compromise takes place.



This can even go so far as to trigger an incident response because of a mere
rumor of vulnerability.

In addition to security incidents that occur as a result of external threats
and/or internal vulnerabilities, there are events not traditionally considered
‘security’ events that may affect resource availability. Such events might include,
but are not limited to:

e Thresholds being reached in disk space

e CPU usage on a system that is responsible for availability of particular
resources.

In order to create a partially automated system that can enforce a SIP,
the definition of an incident needs to include any event that might negatively
influence any of the two forms of resource availability.

Security events that positively influence resource availability, or might or
(temporarily) alter the way incidents are evaluated must also be recognized.
An example of the latter could be a so called maintenance window. Within a
maintenance window of a subsystem the unavailability of a resource will be inter-
preted in a very different light than this same event outside of the maintenance
window.

3.8 Default actions and timeouts

Failing to take (timely) action is perceived by many as more acceptable than
prematurely taking an explicit action. Subsequently, there is a tendency toward
inaction. This can ultimately result in unneeded escalation, even in cases where
policy dictated clear preemptory action.

To keep this issue from surfacing at critical points in the execution of the
incident response policy, it is necessary to prevent the ”do nothing” action. To
enforce a security policy, inaction needs to held accountable. This could be
implemented by creating an automated default ”start timer” when action by a
person in a specific role is needed. If the person takes no action, or does not
respond within a specified time frame, an automated response occurs as a result
of the accountable inaction.

3.9 Organizational entities and role actions

There are two general types of entities that fulfill specific roles in an event driven
security incident policy (SIP): Organizational and Technical entities. Many of
the organizational entities may implement their own event driven SIPs. Those
entities, or their semi-automated SIPES, will need to exchange information with
related entities regarding role-specific actions.

Organizational entities can be divided in to two sub-types. The first sub-
type fulfills different roles on behalf of a company from either inside or outside
a company. Some of the roles can include, but are not limited to:

e Software end-user
e Software vendor

e Computer Security Incident Response Team (CSIRT)



e Security research institute
e Independent hacker

The second sub-type is purely internal to a company. It fills a specific role
in the incident response procedure. For example:

e Reverse-engineering specialist
e System Maintenance
e Screener of all outgoing role-actions

Many of the events relevant to the SIPES are generated not by organizational
entities, but by the technical infrastructure itself. Some of these roles could be:

e IDS systems
e Related state-machines within a SIPES (local and remote)
e System and network monitoring systems

Technical and organizational entities will both generate events that hold in-
formation that has some (weak or strong) correlation with respect to the security
state of (parts of) the infrastructure. The SIPES will use this information in
order to try and determine the infrastructure its true security states. In many
cases the SIPES will need to interact further with organizational entities in order
to reliably determine the true security state of the infra-structural components.

In order for the SIPES to be able to have the most effect, it will need to
generate events to be handled by systems (for example, fire-walls) that could
play a role in taking appropriate action based on status changes.

Given the number of entities involved, the first requirement in building a
usable SIPES is to define a 'Role-Action’ exchange format that can share and
distribute information for all types of defined entities and their corresponding
role-actions. In order to arrive at such a standard, it is essential to make a
thorough inventory of:

e All possible roles that can generate events which can trigger state transi-
tions within SIPES state machines.

e The types of Role-Actions each of these roles can generate.
e What types of Role-Actions can be sent between which roles.
e The parameters of each Role-Action that is relevant to its evaluation.

Since information will be transferred between both internal and external en-
tities, it is essential to integrate Public Key Infrastructure (PKI) information
into the Role-Action exchange format. This will provide necessary authentica-
tion of the sender of the role-action.

To allow for the greatest flexibility in infra-structural implementation, the
exchange format should probably make use of XML. The format used should be
able to contain the required PKI signing and identity information.



3.10 Approaching Reality with State Machines

To make the right decisions at the right time it is important to know, as ac-
curately as possible, the external reality. Although 100 percent accuracy is de-
sirable, it is not feasible goal. Relying on the representations that role-actions
give about external realities, we shall assume that enough internal information
is maintained about the external realities needed to create a SIPES. In order
for this assumption to be valid, a sufficient amount of security state correlated
events must be detectable by the SIPES.

The DSFRs as described in the State-full Threat Assessment section are a
good representation of an approximation of the external reality of a subsystem
in between points in time where the external reality and the internal represen-
tation are more closely synchronized by role-actions. The DSFRs can be seen
as a stochastic state-machines. With probabilistic or stochastic behavior being
more difficult to model than deterministic state machines, the approximation
of DSFRs by a discrete state-machine that introduces sub-states with timeouts
and discrete states with static state resistance values might become a viable
implementation method. The use of stochastic state-machines will however in
many cases be inevitable.

A State Machine defines a finite number of states for specific functional
components within a SIPES. The state machine will change state as a result of
input events. A stochastic state machine is a probabilistic state machine where
the state of the machine at one particular time is not represented as a single
state, but (in the simplest form) as a vector of state probabilities. Events (where
for DSFR’s the passing of time will generate events by itself) will transform this
vector using a ‘n event state transition matrix. For more information on this
type of simple probabilistic state machines, the reader may consult any text
regarding Markoff chains.

A STPES defines two distinct types of state machines.

The first type is the Threat State Machine (TSM). It represents either a
concrete subsystem or a virtual one that describes the software or hardware
being used as a generic component. The combined TSMs try to form an up-
to-date representation of the threats that are, at any specific time, present
for the infrastructure. (A more complex SIPES than that that described in
this document might also include TSM’s that describe the state of external
populations directly, and might thus be able to respond in an automated way to
role-actions indicating changes in population statistics. Such an implementation
however falls outside the scope of this document.)

The second type is the Policy State machine (PSM). It tries to be an up- to-
date representation of the execution of the security policies by the organizational
entities involved in its execution.

By combining a good implementation of TSMs and PSMs in an automated
system, it will become possible to build an effective SIPES from this concept.



4 Creating enforceable policy

Infrastructure P PA
Business +
Finance AR SIS
Organisational > TPMC p= TPM’s,PSMs,PAMs
Structures o ' '
Y _ v
STAS s TSM''s

Security
information - 1SSD == 1SS’s

J |

To create enforceable policy a number of actions are needed. This chapter out-
lines the steps to obtain the data needed for creation and configuration of a
SIPES. The creation process is comprised of 7 steps:

e Point Assessment(PA): Identify service and proxy points.

e Point Asset Assessment(PAA): The PA points are viewed from a business
and financial perspective. All the points of economic worth are identified
and valued.

o State-full Threat Assessment(SFTA): All the possible links between ser-
vice points and proxy points are reviewed in detail, and DSFRs are iden-
tified. For all DSFRs the state machine variables are determined.

o State-full Risk Assessment(SFRA): A mapping sheet is created from PAA
and SFTA data. It is combined with statistical information and used to
calculate the risks of every potential state of the SFTA.

e Threat/Policy Map creation(TPMC): To create the SIPs, the SFRA and
SEFTA data is combined with information about the companies organiza-

tional structure. This will produce the following output needed by the
SIPES:

— Policy Action Maps(PAM): Maps policy state changes to correspond-
ing actions. These actions include notification of roles, generation of
role-actions to other SIPES, and control over plugs in the infrastruc-
ture.

— Plug locations: The State-full Resistances that can be actively used
by a SIPES in the usage of PAMs.



— Policy State Machines(PSMs)

— Threat Policy Maps(TPM): Maps SFTA to PSMs. Determines how
the state of the PSM changes based on the state changes of SFTA
components.

o State-full Thread Assessment Simplification(SFTAS): A process that uses
the SFTA and TPMs to locate states, and even state machines, in the
SFTA that are not having any effect on the TPM output. It determines
what complexity is needed to represent the state machines in a SIPES (de-
terministic, simple stochastic, etc). It will use this information to create a
simplified set of Threat State Machines (TSMs) that only have the com-
bined states that actually influence the TPMs, and represent the simplest
model that fullfils the stateful risk assessment needs.

o Initial system state determination(ISSD): A process that identifies a reli-
able starting point for a SIPES and determines the exact state information
when the SIPES is activated.

Please note that the the policies resulting from the above methodology will
remain valid only as long as there are no significant changes in the populations
involved in the risk assessment or in their statistical behavior. Ones these
changes are detected, the PSMs of the SIPES should prompt the appropriate
roles to create an updated stateful risk assessment based policy for the SIPES.
It is possible that future generations of SIPES might be able to work with
policies that can cope with changing populations, but this requires an amount
of statistical analysis on the impact of population changes that falls outside of
the attainable for any initial realization.
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5 Working with enforceable policy
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A Security Incident Policy Enforcement System (SIPES) consists of 4 types
of subsystems:

o Threat State Machines(TSM) : State machines that maintain state about
the security of DSFRs as defined in the SFTA. The state of TSMs will
change as a result of Role-Actions, or as a result of timeouts that are a
fundamental part of each state with a security level exceeding absolute
ZEro.

e Threat Policy Map(TPM): Maps TSM states to input events for the PSMs.

e Policy State Machines(PSM): The PSMs are the factual core of the SIPES.
These state machines change state based on TPM events, Role-Actions,
and timeouts.

e Policy Action Maps(PAM): Maps PSM state changes to corresponding
actions that have external consequences. Actions that can be triggered by
PAMs are:

— Role-Actions to be sent to external SIPES.

— Role Notifications: For example, e-mails to people with a specific role
that notify them of the current state of a PSM, and prompt them to
generate new Role-Actions.

— Infra-structural Actions: Notifications to systems with the physical
components that comprise crucial DSFRs, and that are able to take
so called ’plug’ actions.

11



5.1 Policy publication

To determine the appropriate action for a specific entity’s Role-Action, entities
may want to exchange parts of their policies. This would necessitate a stan-
dardized Role-Action exchange format and SIPES that are widely and effectively
implemented by the involved entities.

For Vulnerability publications, there have been efforts to standardize policies
for so called responsible disclosure by christey & wysopal 2. Although the intent
of this publication is admirable, the concept of forcing all entities to use a policy
with limited flexibility seems impractical. A standardized policy as such, based
on sane technical considerations, may be unenforceable, but those using a policy
can be held accountable for it execution. By using part of the policy for a
SIPES as indication of what other parties might expect their peer’s actions to
be, both parties can interact. Even if their policies do not match, they are able
to evaluate their peer’s policy and generate an appropriate Role-Action. If the
implementation of a policy causes damages, there may be legal ramifications.
Since an incident response policy is based on the risks involved, a review and/or
alteration of the risk assessment will be required.

To state it in simple terms. Any party creating a security policy will do
this based on financial risks to itself without regard for financial risks to ex-
ternal parties that it will not be held accountable for. If a policy or group of
policies is/are irresponsible, someone or some group is bound to me adversely
affected by it in some financial way. This could be a company, an industry or
a group of consumers. Ones such a company or consumer group is successfully
compensated by legal means, this type of policy will become a legal risk.

In addition to direct use in vulnerability reporting, end-users selecting and
buying software may use published vendor policies as a factor in their product
selection. Users of network services could, for example, use the information to
determine if they trust sending their credit card information to such a service
to purchase a product over the Internet.

Further standardized policy exchange formats might benefit the process of
getting low probability high impact events covered by insurance companies.

The Role-Action and security incident policies should in their exchange for-
mat be closely related and probably even integrated into one single XML+PKI
based standard.

5.2 Incident Traces

With both the policy and the Role-Action defined in XML, it should become
possible for the state machines to maintain incident traces in a related XML
format. Collectively, traces could potentially be used in a court of law, and
sections of traces could be included in status reports to entities involved in the
reporting or handling of incidents. Other use of these traces may be in the
communication with insurance companies.

5.3 Selective obscurity

A final point of concern for many entities is the concept of selective obscu-
rity. Integrating policies (at least the technical translation of the policies),

2http://sipes.sourceforge.net /draft-christey-wysopal/
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Role-Actions, incident tracing, and reporting into a single standard, requires
a degree of caution. Parameters should be defined to determine which enti-
ties should have access to certain portions of policies and incident traces. This
will ensure that only authorized entities can access sensitive policy and incident
trace information.
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6 Step one: creating a SIPES Description Lan-
guage

For a SFRA and a SIPES to become become a usable way of handling infra-
structural security, there are 3 things that need to be realized:

e A SIPES Description Language (SIPESDL)
e A SIPES implementation.
e A SFRA & Policy CASE tool implementation.

The SIPES project at sourceforge 3 is planning to develop an open source
implementation of a STPES. At this point no initiatives exist for the creation of
a SFRA&Policy CASE tool (open source or other). An SFRA&Policy CASE
tool (for lack of a better name) will be a graphical tool for creating enforceable
policy using a SFRA methodology. The existence of such a tool could greatly
help in the acceptance of SFRA, and thus in the usability of SIPES on a global
scale. The mathematical guts will either have to be maintained in this tool,
or (more likely) the tool could be an extension to existing mathematical and
statistical software that is commonly used for risk analysis.

The first step, however, is the creation of a SIPESDL, which should incorpo-
rate the possible requirements for both open and closed source implementations
of the SIPES and the SFRA&P CASE tool. In addition, the data exchange
between SIPES systems and/or SFRA&P CASE tools should be problem free.

The SIPESDL should, as described in previous chapters, be an XML-based
format that incorporates PKI information. The PKI key and signature infor-
mation is an essential part of the SIPESDL. Existing standards for PKI usage
in XML should be of primary consideration.

The SIPESDL will encompass each step and every component in the SFRA
process, every component used by a SIPES, and all communications between a
SIPES and:

e a SFRA&P CASE tool

other SIPES systems

e persons or organizations

Network/system monitoring systems and IDSs

e systems capable of doing administrative tasks (like disabling an entire
(sub)system)

Considering the many fields of expertise that a SIPESDL will touch, a
SIPESDL document must present a standard that will bring consensus from
many experts in the involved fields and sub-fields. This chapter outlines some
of the essential points to be considered in the process of creating a SIPESDL
document.

Some standards may have already been created in the various fields that a
SIPESDL is attempting to encompass. The SIPESDL may be, in large part,

Shttp://sourceforge.net/projects/sipes/
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nothing more than an extension of one or more of these existing standards, or
a meta language that incorporates the existing (pre) standards.

An important point to keep in mind is that while existing standards may
be fully valid for the concerning subfield of info-sec, the ultimate goal is to
contribute to the effectiveness of a SIPES. If that goal is not achieved through
complete inclusion of an existing standard, a modified approach will have to be
implemented. Once a SIPES has been created from a SFRA process, it will be
doing big parts of the actual SFRA calculations constantly, with changing pa-
rameters, and consuming large amounts of CPU time to keep the infra-structural
safety at an optimum. The effectiveness of a SIPES relies heavily on the syn-
chronization between the internal state-machine and reality to keep latency as
low as possible. Therefore, the information received by a SIPES must be in an
efficient, streamlined format so as to avoid prohibitively intensive resource allo-
cation and/or possibly human intervention. The indiscriminate use of existing
standards may not serve this end and should be thoroughly considered.

6.1 Essential point on RA Math

Risk assessment includes a substantial amount of mathematics that influence
the SIPESDL definition. Discussion of the mathematical aspects will be largely
conceptual to keep the document readable and comprehensible to the intended
(wide) audience. The SIPESDL document will eventually need to include some
specific examples of the RA math, but this falls outside of the scope of the initial
document.

In (State-full) Risk Assessment many properties can seemingly be repre-
sented as some number, when in fact, they can only be correctly represented as
a stochastic variable (SV). A SV describes the probability (Pr) that the true
value of the variable falls within a specific range of possible values. Rarely will
a variable have an exact number, or be within a small percentage of that exact
number. It is not unusual for a value many times higher, or even many tens or
hundreds of times higher, than the mean value of such a variable to become a
crucial factor in the RA process. Further, an important calculation in RA is the
determination of the probability that the value of a SV is higher or lower than
some other constant or variable. Without maintaining information about the
stochastic properties of the variable, these calculations will become impossible
or meaningless.

In addition, determining if events are dependent, and to what extent, is es-
sential to the STIPESDL. The usability of the SIPESDL relies greatly on defining
events as either completely independent or fully dependent on other events. If
there is a partial dependency that is too large to safely ignore, it could in some
cases be defined in some form of convenience state-machine that is used as an
event transformation system. Mathematical methods of decomposition might
help in the decomposition of events into unfiltered and state-machine filtered
events.

The math of the SFRA is mostly built around a simple principle; there
is a diverse set of external population, of which some should have access to
a particular asset, and others should not. Each population will have some
amount of potential interest in an asset, will ascribe some worth to accessing
it, and will invest some maximum amount of effort to reach that goal. Between
the population member and the asset there will be an amount of resistance

15



put up by DSFRs. This requires a member of an hostile population to invest
some amount of effort. The risk to the asset for a particular hostile population is
primarily determined by the probability that the effort a single member is willing
to invest is equal or greater than the combined resistance value of the DSFRs
between the population member and the asset. Additional determinations of risk
are:

e Cost or income (where income is defined only as cost) associated with a
population member accessing an asset.

e The dependence, or independence, of this cost on population profiles in
repeated (failed or successful) access attempt events.

e The numbers of members described by the different population profiles.

The first of these items might need a little clarification. Income will become
cost when resources are unavailable at the time a member of an authorized
population tries to access the asset and fails.

6.2 Important issues for data-modeling for the SIPESDL

To elaborate on the concepts in the previous section, the following sections
describe some of the most fundamental data classes that should be defined
for a SIPESDL. Detailing a complete set of data classes will be an extensive
task within the SIPESDL creation process and fall beyond the scope of this
document.

Two essential pieces of data needed by the SFRA are the Population Profile
(PP) and the Asset Profile (AP). While these profiles are independent of a
SIPESDL, they augment its effectiveness greatly.

The PP describes the characteristics of a member belonging to a population
that can be uniquely identified by these characteristics.

The AP describes a set of characteristics of a group of assets that can be
uniquely identified by these characteristics. An asset will possess certain char-
acteristics that make it interesting to an external population. Many, but not
all, of these characteristics can be described as having some worth. Please note
that the worth of an asset is explicitly defined as not being part of the asset
profile.

Although PPs and APs are not part of the SIPESDL, developing standards
for these profiles is essential for a SIPESDL standard capable of describing
reusable components for use in world wide security event information exchange.
Without PP and AP standards, evaluation of role-actions will continue to be a
job that needs intensive human evaluation on the receiving side. The definition
of a SIPESDL assumes the existence of standardized PPs and APs, and builds
on these to create a description language for security policy enforcement and
security event exchange that will allow many of the human evaluation tasks to
be done more efficiently. Furthermore, many tasks that now involve intensive
human evaluation can be implemented by technical measures.

The following sections will try to describe some of the essential components
the SIPESDL should provide description possibilities for, and specific concerns
with respect to these components.
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6.3 Population Stats (PS)

Where the PP describes the common characteristics of single member within
a population, the Population Stats (PS) will describe known (or extrapolated)
statistical information about the combined members of such a population. The
information from the PS will, in turn, yield information about single member
within the group.

The first essential set of information about an PP is the stochastic variable
that describes the number of existing members that adhere to the profile that
describes the population.

The SFRA process will require two important aspects of the profile also
described in the PS:

e [nterest that an population member might have in a particular asset.

e Effort that a member of a hostile population might invest to gain access
to a particular asset.

Please note there is a distinction between authorized and unauthorized ac-
cess. The Effort only applies to unauthorized profile instances.

Both Interest and Effort will be parameterized stochastic variables, where
the resulting SIPESDL components will likely be large multidimensional arrays
(combined with some mathematical and notational tricks to limit the size of
the description) that are able to generate a stochastic variable for any given
set of values for the implemented parameters. As Interest and Effort matrices
can potentially become very big, and may be very similar for related profiles, it
is essential that PPs, and their statistics data sets, can be described as differ-
entials from a common referenced object. The most important parameters or
dimensions of an Interest or Effort stochastic variable are (or might be, as they
are all optional):

e The Asset profile ID
e The Asset worth

e The time (time of day/week/month etc)

6.4 Point Asset

In the Point Asset Assessment(PAA) an extensive list of asset objects is located
and evaluated. The result of this assessment will be a small set of SVs, and
some additional elementary information about the asset.

The Asset Object will hold two parameterized SVs:

e The Worth this asset might have to a particular population.

e The Cost involved if a particular population accessed this asset.
Worth might have the following parameters or dimensions itself:

e Population ID.

e time (time of day/week/month etc)
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The Cost variable is a bit more involved and requires close attention to the
dependence of cost events. For this reason, filtering TSM’s should be used. The
basic idea is to capture dependence between events in a filtering state-machine.
It should then be possible to tackle the dependence of event costs to a large
extent.

A further note on Cost is that it could be negative, and it might be involved
with both a successful and a failed attempt. The Cost variable will thus have
the following parameters or dimensions:

e Population ID
e Filtering TSM state

e Success or Failure and type of failure (full, lost integrity etc)

time (time of day/week/month etc)

time (Duration of (un)availability)

6.5 DSFRs Points and (Sub)System

The PAs and PS define the framework the SIPES uses to coordinate the staff
and, to some extent, the infrastructure, to minimize costs resulting from differ-
ent kinds of failure. To develop this framework, the combined resistance value
of all components in between population members of the different populations
and the APs need to be determined. In the PA and SFTA, the infrastructure
will be described in terms of Points and TSMs. Points and TSMs, and their
respective graphs, should be objects definable in a STIPESDL.

(Sub)systems built from the atomic components of the SFTA should also be
defined. Each SFTA of a particular (sub)system can potentially be re-used as a
single components in an infra-structural SEFTA. The definition of (Sub)Systems
is essential in designing a SIPESDL that accommodates the process of reporting
vulnerabilities and exploits.

The re-usability of subsystems in SFTA is essential for the usability of this
otherwise extremely extensive task. Essential information a (Sub)System should
be able to implement should be:

e Vendor identification.
e Software identification.
e Software version range identification.

e description (and identification) of the atomic and non atomic components
in the (sub)system.

e description of the interconnection graphs of the components.
e Inclusion of other subsystems ( for example libraries or modules )
e Usage of templates and overruling of default includes

e Usage of defines and ifdefs for configuration dependencies
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6.6 Policy and organizational state-machines

A STPES will not take direct action based only on TSMs, PPS, and PAs. It will
use this information as indirect input for Policy State-machines (PSM). These
PSMs maintain state, with respect to the current SIPs, about the handling of
security events by the responsible entities within the organization. There are no
apparent points of concern about these state-machines and their descriptions in
a SIPESDL that need to be addressed explicitly in this document.

6.7 Role-Actions, Action-Maps and StateActionMaps

Role-Actions are the encapsulation of any information that is inserted into a
SIPES, thus the definition of Role-Action objects is the biggest part of the data
exchange portion of a SIPESDL.

A Role-Action will eventually need to influence relevant objects in the SIPES.
It is therefore essential that the SIPES be able to determine to which internal
objects the role-action is relevant, and, if possible, which parameters influence
which parts of the internal object in what way. This can be done in 3 ways:

e Fither as is preferred the Role-Action will include identifiers that are used
in the same form in the internal components of the active SIPES.

e The Role-Action defines fields that are usable as input for Action-Maps,
that in fact do pre-processing on incoming Role-Action in order to identify
the relevant internal SIPES objects.

e The least desirable way of processing is having the Role-Action inserted
into a PSM for the sole purpose of getting it evaluated for re-insertion by
a human.

Some of the Role-Actions might further be generated internally by State-
machines or StateActionMaps. A StateActionMap (of what a TPM could be
an example) defines sets of combined states or state-machine parameters that
will trigger the internal generation of a Role-Action. Both Action-Maps and
StateActionMaps should be defined in the SIPESDL. Some Action-Maps and
StateActionMap may even need to become static parts of each SIPES if the
Role-Action definition requires it. This could be likely if adherence to existing,
non-fitting standards is needed.

For TSMs to become fully synchronized with all threat information, it is
crucial that Role-Actions either contain, or refer implicitly/explicitly to, all
available information relevant to the evaluation of the Role-Action in the SFRA
process. If this information is stochastic in nature, it needs to retain this char-
acteristic when it’s communicated.

6.8 Role-Notifications

Conceptually, Role-Actions are input for the SIPES and Role-Notifications are
output, but some Role-Notifications might be Role-Actions for some other SIPES.
It might be possible to combine the two in the SIPESDL as one. However, this
will have to be subject of further study.
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6.9 PKI info for authentications and tracing

A Role-Action or Role-Notification will always include a PKI signature of the
role entity or SIPES that generated it, and will always define the role from the
entity that claimed to send it. Further, the Role-Action will always include the
public key of the sender. In instances where an entity signature is present, the
public key of the signer will also be included. It is important to note that such
a signature will sign a key/role combination.

The use of signing and public keys in role-actions and role-notifications is
needed for two reasons:

First, to verify the authenticity and trustworthiness of the source. This will
allow the assignment of resources, or the taking of infra-structural actions based
on the content of Role-Actions.

Second, to trace all actions to an event-log. If an incident response is han-
dled poorly resulting in legal action, or a negligent employee is considered for
termination, having an event-log that includes signed role-actions will very likely
(if care is taken in the SIPES implementation) be admissible in a court of law,
or in communications with an insurance company.

20



7 References
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21



8 Conclusion

Creating a standard for automated security incident policy enforcement data
exchange is an ambitious project. It will need the help and dedication of
many security specialists and organizations, including CSIRTS, Software ven-
dors, Insurance companies but also independent security specialists (ISECOM,
BUGTRAQ etc) in order to become a usable standard. Creating such a stan-
dard would allow for the creation and deployment of a stateful risk assessment
methodology and security incident policy enforcement systems. Management
will be responsible for creating clearly documented policy which will minimize
escalation and avert unnecessary expenses. The end result will be swift, policy-
based measures capable of being implemented for any security incident.
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9 GNU Free Documentation License

Version 1.1, March 2000

Copyright (©) 2000 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed.

Preamble

The purpose of this License is to make a manual, textbook, or other written doc-
ument “free” in the sense of freedom: to assure everyone the effective freedom
to copy and redistribute it, with or without modifying it, either commercially
or noncommercially. Secondarily, this License preserves for the author and pub-
lisher a way to get credit for their work, while not being considered responsible
for modifications made by others.

This License is a kind of “copyleft”, which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software,
because free software needs free documentation: a free program should come
with manuals providing the same freedoms that the software does. But this
License is not limited to software manuals; it can be used for any textual work,
regardless of subject matter or whether it is published as a printed book. We
recommend this License principally for works whose purpose is instruction or
reference.

9.1 Applicability and Definitions

This License applies to any manual or other work that contains a notice placed
by the copyright holder saying it can be distributed under the terms of this
License. The “Document”, below, refers to any such manual or work. Any
member of the public is a licensee, and is addressed as “you”.

A “Modified Version” of the Document means any work containing the Doc-
ument or a portion of it, either copied verbatim, or with modifications and/or
translated into another language.

A “Secondary Section” is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the publishers
or authors of the Document to the Document’s overall subject (or to related
matters) and contains nothing that could fall directly within that overall subject.
(For example, if the Document is in part a textbook of mathematics, a Secondary
Section may not explain any mathematics.) The relationship could be a matter
of historical connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding them.

The “Invariant Sections” are certain Secondary Sections whose titles are
designated, as being those of Invariant Sections, in the notice that says that the
Document is released under this License.

The “Cover Texts” are certain short passages of text that are listed, as Front-
Cover Texts or Back-Cover Texts, in the notice that says that the Document is
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released under this License.

A “Transparent” copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public,
whose contents can be viewed and edited directly and straightforwardly with
generic text editors or (for images composed of pixels) generic paint programs
or (for drawings) some widely available drawing editor, and that is suitable for
input to text formatters or for automatic translation to a variety of formats
suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup has been designed to thwart or discourage subsequent
modification by readers is not Transparent. A copy that is not “Transparent”
is called “Opaque”.

Examples of suitable formats for Transparent copies include plain ASCII
without markup, Texinfo input format, INTEX input format, SGML or XML us-
ing a publicly available DTD, and standard-conforming simple HTML designed
for human modification. Opaque formats include PostScript, PDF, proprietary
formats that can be read and edited only by proprietary word processors, SGML
or XML for which the DTD and/or processing tools are not generally available,
and the machine-generated HTML produced by some word processors for output
purposes only.

The “Title Page” means, for a printed book, the title page itself, plus such
following pages as are needed to hold, legibly, the material this License requires
to appear in the title page. For works in formats which do not have any title
page as such, “Title Page” means the text near the most prominent appearance
of the work’s title, preceding the beginning of the body of the text.

9.2 Verbatim Copying

You may copy and distribute the Document in any medium, either commercially
or noncommercially, provided that this License, the copyright notices, and the
license notice saying this License applies to the Document are reproduced in
all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading
or further copying of the copies you make or distribute. However, you may
accept compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you
may publicly display copies.

9.3 Copying in Quantity

If you publish printed copies of the Document numbering more than 100, and
the Document’s license notice requires Cover Texts, you must enclose the copies
in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts
on the front cover, and Back-Cover Texts on the back cover. Both covers must
also clearly and legibly identify you as the publisher of these copies. The front
cover must present the full title with all words of the title equally prominent
and visible. You may add other material on the covers in addition. Copying
with changes limited to the covers, as long as they preserve the title of the
Document and satisfy these conditions, can be treated as verbatim copying in
other respects.
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If the required texts for either cover are too voluminous to fit legibly, you
should put the first ones listed (as many as fit reasonably) on the actual cover,
and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent copy
along with each Opaque copy, or state in or with each Opaque copy a publicly-
accessible computer-network location containing a complete Transparent copy
of the Document, free of added material, which the general network-using public
has access to download anonymously at no charge using public-standard net-
work protocols. If you use the latter option, you must take reasonably prudent
steps, when you begin distribution of Opaque copies in quantity, to ensure that
this Transparent copy will remain thus accessible at the stated location until
at least one year after the last time you distribute an Opaque copy (directly or
through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Doc-
ument well before redistributing any large number of copies, to give them a
chance to provide you with an updated version of the Document.

9.4 Modifications

You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role
of the Document, thus licensing distribution and modification of the Modified
Version to whoever possesses a copy of it. In addition, you must do these things
in the Modified Version:

e Use in the Title Page (and on the covers, if any) a title distinct from that
of the Document, and from those of previous versions (which should, if
there were any, be listed in the History section of the Document). You
may use the same title as a previous version if the original publisher of
that version gives permission.

e List on the Title Page, as authors, one or more persons or entities respon-
sible for authorship of the modifications in the Modified Version, together
with at least five of the principal authors of the Document (all of its prin-
cipal authors, if it has less than five).

e State on the Title page the name of the publisher of the Modified Version,
as the publisher.

e Preserve all the copyright notices of the Document.

e Add an appropriate copyright notice for your modifications adjacent to
the other copyright notices.

e Include, immediately after the copyright notices, a license notice giving
the public permission to use the Modified Version under the terms of this
License, in the form shown in the Addendum below.

e Preserve in that license notice the full lists of Invariant Sections and re-
quired Cover Texts given in the Document’s license notice.
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e Include an unaltered copy of this License.

e Preserve the section entitled “History”, and its title, and add to it an item
stating at least the title, year, new authors, and publisher of the Modified
Version as given on the Title Page. If there is no section entitled “History”
in the Document, create one stating the title, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing
the Modified Version as stated in the previous sentence.

e Preserve the network location, if any, given in the Document for public
access to a Transparent copy of the Document, and likewise the network
locations given in the Document for previous versions it was based on.
These may be placed in the “History” section. You may omit a network
location for a work that was published at least four years before the Doc-
ument itself, or if the original publisher of the version it refers to gives
permission.

e In any section entitled “Acknowledgements” or “Dedications”, preserve
the section’s title, and preserve in the section all the substance and tone
of each of the contributor acknowledgements and/or dedications given
therein.

e Preserve all the Invariant Sections of the Document, unaltered in their text
and in their titles. Section numbers or the equivalent are not considered
part of the section titles.

e Delete any section entitled “Endorsements”. Such a section may not be
included in the Modified Version.

e Do not retitle any existing section as “Endorsements” or to conflict in title
with any Invariant Section.

If the Modified Version includes new front-matter sections or appendices
that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections as
invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other
section titles.

You may add a section entitled “Endorsements”, provided it contains nothing
but endorsements of your Modified Version by various parties — for example,
statements of peer review or that the text has been approved by an organization
as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list of Cover
Texts in the Modified Version. Only one passage of Front-Cover Text and one
of Back-Cover Text may be added by (or through arrangements made by) any
one entity. If the Document already includes a cover text for the same cover,
previously added by you or by arrangement made by the same entity you are
acting on behalf of, you may not add another; but you may replace the old one,
on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement
of any Modified Version.
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9.5 Combining Documents

You may combine the Document with other documents released under this Li-
cense, under the terms defined in section 4 above for modified versions, provided
that you include in the combination all of the Invariant Sections of all of the
original documents, unmodified, and list them all as Invariant Sections of your
combined work in its license notice.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are
multiple Invariant Sections with the same name but different contents, make
the title of each such section unique by adding at the end of it, in parentheses,
the name of the original author or publisher of that section if known, or else a
unique number. Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections entitled “History” in
the various original documents, forming one section entitled “History”; likewise
combine any sections entitled “Acknowledgements”, and any sections entitled
“Dedications”. You must delete all sections entitled “Endorsements.”

9.6 Collections of Documents

You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License
in the various documents with a single copy that is included in the collection,
provided that you follow the rules of this License for verbatim copying of each
of the documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into
the extracted document, and follow this License in all other respects regarding
verbatim copying of that document.

9.7 Aggregation With Independent Works

A compilation of the Document or its derivatives with other separate and in-
dependent documents or works, in or on a volume of a storage or distribution
medium, does not as a whole count as a Modified Version of the Document,
provided no compilation copyright is claimed for the compilation. Such a com-
pilation is called an “aggregate”, and this License does not apply to the other
self-contained works thus compiled with the Document, on account of their be-
ing thus compiled, if they are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one quarter of the entire aggregate,
the Document’s Cover Texts may be placed on covers that surround only the
Document within the aggregate. Otherwise they must appear on covers around
the whole aggregate.

9.8 Translation

Translation is considered a kind of modification, so you may distribute transla-
tions of the Document under the terms of section 4. Replacing Invariant Sections
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with translations requires special permission from their copyright holders, but
you may include translations of some or all Invariant Sections in addition to
the original versions of these Invariant Sections. You may include a translation
of this License provided that you also include the original English version of
this License. In case of a disagreement between the translation and the original
English version of this License, the original English version will prevail.

9.9 Termination

You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate
your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

9.10 Future Revisions of This License

The Free Software Foundation may publish new, revised versions of the GNU
Free Documentation License from time to time. Such new versions will be
similar in spirit to the present version, but may differ in detail to address new
problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If
the Document specifies that a particular numbered version of this License ”or
any later version” applies to it, you have the option of following the terms and
conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document
does not specify a version number of this License, you may choose any version
ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License
in the document and put the following copyright and license notices just after
the title page:

Copyright © YEAR YOUR NAME. Permission is granted to copy,
distribute and/or modify this document under the terms of the GNU
Free Documentation License, Version 1.1 or any later version pub-
lished by the Free Software Foundation; with the Invariant Sec-
tions being LIST THEIR TITLES, with the Front-Cover Texts being
LIST, and with the Back-Cover Texts being LIST. A copy of the li-
cense is included in the section entitled “GNU Free Documentation
License”.

If you have no Invariant Sections, write “with no Invariant Sections” instead
of saying which ones are invariant. If you have no Front-Cover Texts, write
“no Front-Cover Texts” instead of “Front-Cover Texts being LIST”; likewise for
Back-Cover Texts.

If your document contains nontrivial examples of program code, we recom-
mend releasing these examples in parallel under your choice of free software
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license, such as the GNU General Public License, to permit their use in free
software.
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